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Assignment 5

The due date for submitting this assignment has passed.

Due on 2018-03-14, 23:59 IST.
Submitted assignment

1) A length of time that an user spends on a web site is called as: 1 point

Session
Timespent

Time Management
None of the above

No, the answer is incorrect.
Score: 0

Accepted Answers:
Session

2) Which one is NOT a typical method by which session management attacks happen? 1 point

Using vulnerability in application
Access methods by users
Authentication into the different applications
None of the above
No, the answer is incorrect.
Score: 0
Accepted Answers:

None of the above

3) Which among the following plugins to Firefox cannot be used for inserting stolen cookies? 1 point

GreaseMonkey
Cookie Manager
FireSheep
Hydra
No, the answer is incorrect.
Score: 0

Accepted Answers:
Hydra

4) Which of the following plugins is used for allowing users to install scripts for making 1 point

changes on the fly to web page content:

Cookie Manager
Greasemonkey
Firesheep

Hydra
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No, the answer is incorrect.
Score: 0

Accepted Answers:
Greasemonkey

5) arpspoof operates at which layer of the networking stack:

L3
L2
L4
L1

No, the answer is incorrect.
Score: 0

Accepted Answers:
L2

6) Which among the following applications is used to extract relevant information from
network packets?

arpspoof

John

Hydra

dsniff
No, the answer is incorrect.
Score: 0
Accepted Answers:

dsniff

7) Which of the following firefox plugins can be used for a SQL Injection:

HackBar
GreaseMonkey
Firesheep
Hydra
No, the answer is incorrect.
Score: 0

Accepted Answers:
HackBar

8) Which of the following has automated the manner of doing SQL Injections:

sqlmap

sqlinject

sqlinsert

None of the above

No, the answer is incorrect.
Score: 0

Accepted Answers:
sqlmap

9) XSS can be used in which of the following languages/environments:

ActiveX
Javascript

VB Script

All of the Above

No, the answer is incorrect.
Score: 0

Accepted Answers:
All of the Above
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10Which version of HTML can make the user access data like 1 point
geoposition, webcam etc?

6
3
2
5

No, the answer is incorrect.
Score: 0

Accepted Answers:
5

11Which one of the following is NO T one of the commonly deployed 1 point
defenses for protecting a network?

Firewalls

Load Balancer
Anti Virus
IPS/IDS

No, the answer is incorrect.
Score: 0

Accepted Answers:
Load Balancer

12BeEF is a tool: 1 point

Client-Side Attack
Server Side Attack
Web Attack
None of the above
No, the answer is incorrect.
Score: 0
Accepted Answers:
Web Attack
13P0S attacks can typically try to target: 1 point

System resources
Configuration Information
State Information
All of the Above
No, the answer is incorrect.
Score: 0
Accepted Answers:

All of the Above

14Which of the following is a DoS attack category: 1 point

Volume based attack
Protocol attack
application Layer attack
All of the Above

No, the answer is incorrect.
Score: 0

Accepted Answers:

All of the Above

15Which of the following standards is used typically for arriving at a base 1 point
security policy for an organization in financial industry domain:

PCI DSS
STIF
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HIPAA

None of the above
No, the answer is incorrect.
Score: 0
Accepted Answers:

PCI DSS

16Which of the following standards is used typically for arriving at a base 0 points
security policy for an organization in financial industry domain:

PCI DSS

STIF

HIPAA

None of the above
No, the answer is incorrect.
Score: 0

Accepted Answers:

HIPAA
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